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* symbloTe project overview

— Interoperability goals & software architecture
— Security layer(s)

e CDD & symbloTe’s AD

* Data streams mining

— Constraints
— Concept drift & its detectors
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symbloTe Overview

Architecture: general overview

Interoperability aspects
Level 1-4 components
Auth(n/z) approaches

G
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SECURITY SCOPES
COOPERATION @

INTEROPERABILITY

OPEN SOURCE
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A simple interoperable l1oT app

e Universal light switch on your mobile phone

— ... switch on/off
the lights wherever you go
(at home, in the office,
in public spaces...)

— ... but of course,
only if you are N
allowed to do so... |
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Platforms monetizing their resources

Temperature
sensor “X” at
coordinates

(cee s o)

@ “Room A
Temperature”
service of room
at building “2”

loT loT
Platform A Platform B

| (Bl
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High-level architecture

Application
Domain

Smart Space
Domain

Smart Device
Domain

Mobile & Web Apps

Domain-Specific Interface Cross-.PIat'form
Enablers’ Space Applications
Core Interface
symbloTe Core Services
\

------------------------------------------------------------------------------------------------------------------------

Interworking Interface
loT Platform Backend

pace Interface

loT devices, gateways and other resources
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Interoperability Aspects

Q.
A éo Application Level 1:

Core Service Domain syntactic and
Q? R0 ___& semantic

= cl interoperability

/@ o

Domain

Smart Space

Domain
6T D
———————————————————————————— platform

g) Domain Level 4: roaming devices
platform
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SECURITY IN
SYMBIOTE
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Main goal and approach

* Target goal: multi-domain access right
composition

e Users registered in one or more platforms are
authorized to access resources exposed
elsewhere

Is registered in Platforms A & B

I ‘ Can access to resources in Platform C

\ v V%
T &
'

© 2017 — The symbloTe Consortium



Layers (0)

A
AR
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A
AR

Baseline
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Baseline security

Secure
coding
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Authentication

Baseline
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Authentication layer
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JSON Web Tokens

e Well-known structure used for storing user’s
attributes

* New claims added by symbloTe

* Three kinds of tokens
— Authorization JWS: home, foreign, guest

— Home TOken Ach|S|t|On JWS alg = ECDSA 56
— Client Authentication JWS pen ATORD

sub = CLIENT_ID

iat = ISSUE_DATE

exp = EXPIRATION_DATE

sign = SIGN-ECDSA256(H(T),
A_PRIVATE_KEY)
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Auth(N) with challenge-response

1 R

Application (A) Service (P)

T=[T, T, Tl
5, = [Spya (HIT, | | timestamp,}]]
5=1[5,.5,...5.]

BusinessRequest || SecurityRequest

for eachi € [1...n]
extract PK,, from T
h —=EpeailS)
h'e=H(T, || timestamp,)
if (h=h" & ({timestamp,,, - timestamp, J< quantity))
accept
endif
end
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BusinessResponse | | ServiceResponsel) WS

h+Egy (RESP)
h'=H(timestamp,)

if (h=h" & {{timestamp, — timestamp,}< quantity)) -
accept iss = sub;= APP_ID

endif

sub = jti; = JWT_ID '

ipk = spk; = APP_PUBLIC_KEY

hash = hashed(TOKEN+TIMESTAMP)

iat = ISSUE_DATE

exp = EXPIRATION_DATE

sign = SIGN-ECDSA 54 H(Ty),
APP_PRIVATE KEY)
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Authorization layer

e Resources protected through the Attribute-
Based Access Control (ABAC) paradigm

e User’s attributes stored in trusted data
structures, i.e., JSON Web Tokens (JWT)

* Access Policies assigned to each resource

e User’s attributes processable through a
Mapping Function
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Auth(Z) with ABAC policies

3

Application Security Handler (RAP) Resource Access Proxy
/ Enabler

Y

|
|
|
1. Access Resource Request (ARR) + ﬂﬁken with Attributes + Certificale
:
|
|
|

jti=JWT_ID

alg = ECDSA,5¢

iss = AAM_ID

3. Request/Token and Policy
sub = APP_ID

F 3

iat = ISSUE_DATE

exp = EXPIRATION_DATE

ipk = AAM_PUBLIC_KEY !

spk = APP_PUBLIC_KEY

att= ATTRIBUTE_VALUE

ttyp = TOKEN_TYPE

Sign = SIGN-ECDSA, o[ H(To),

AAM_PRIVATE KEY)
|
|

[ 6. ABAC Resolution Outcome

Y

|
== 1 1 7 7 8 7 o = 7 e = = o e 5 4 4 e #4444 4 ¢ e —
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Attributes Mapping

4 NP Platform B
e Type: HOME

eborn : 1990 e Type: FOREIGN
¢ isOverl8 : True

am Platform A B )
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Platform A

e User : Alice

e Subscription
: valid

Platform B

e User: Bob

e Subscription
: valid

Access
granted
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Anomaly Detection layer

Events

Logging




Behavioral patterns Decision Tree

Root Traffic Components Resources Identity Events

“ m

Resource 1

Resource_n m— Log n
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Temporal patterns

°@®
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ldentified AD threats

Platform_1 Platform_2
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Open questions

Platform usage statistics (GDPR)
What is an anomaly?
Quality of AD service
Decision tree building algorithm
Anomaly confirmation algorithm
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Provided software

AD

Authorization

Authentication

Baseline
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Security components

e Authentication & Authorization Managers (PKI CAs)

— Issuing credentials (X.509 certs and JWTs)
— Authenticating platforms and users (by credentials validation)
— Managing credentials translation (Attributes mapping function)

e Security Handlers

— Reference Cryptography operations implementation

— Managing a key store with clients’ certificates

— Generating client’s Auth(N) payloads

— Matching ABAC policies against received Auth(Z) payloads

 Anomaly Detection Module

— Continuously building APIs” temporal and behavioral usage models to
detect anomaly spikes
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Thank you!

D

&

O H0

www.symbiote-h2020.eu
info@symbiote-h2020.eu
@symbiote_h2020
H2020 symbloTe

github.com/symbiote-h2020
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CONCEPT DRIFT &
ANOMALY DETECTION
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AD pros and cons

Gains

independence from |
signatures

J/\I
8eneral bugs ‘l'

|

[ \

Costs

COmputationg| !
power |

A /\f
l//\l
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HANDLING DATA
AND DATA STREAMS
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* Data Mining

Iris Data (red=setosa,green=versicolor,blue=virginica)
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Sir Ronald Aylmer Fisher’s Iris data set

* Data Stream Mining
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DSM constraints

Traditional Stream

No. of passes Multiple Single
Processin‘g Time Unlimited Restricted
Memory Usage Unlimited Restricted
Type of Result Accurate Approximate
Distributed No Yes

Mohamed Gaber and Jodo Gama, University of Porto,
State-of-the-art in data stream mining. 2007.
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Windowing / batches

X0 X1 X, X;
o000 0 - 0000, ''' 000 ° >

Y /
Test model on x4 Test model on x; Test model on x;

Y L 4 Y )
Train model with x Update model with x, Update model with x, Update model with x;

Dariusz Brzezinski. Mining data streams with concept drift. Master’s thesis,
Poznan University of Technology, Poznan, Poland, 2010.
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Inspiration — decision trees

(utloonk
Surnny hvercast Ruiﬂ\
Humidity Yes Wind
High Nc:rm:.:\x! Sr}m,g; W£ﬂ<
No Yes No Yes

J.R. Quinlan, Centre for Advanced Computing Sciences,
New South Wales Institute of Technology, Australia, Induction of Decision Trees, 1986.
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CONCEPT DRIFT
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Events’ attributes space
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Time
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Dariusz Brzezinski. Mining data streams with concept drift. Master’s thesis,

Poznan University of Technology, Poznan, Poland, 2010.



CD Detector inspiration
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Demand driven framework

P.(l) — P (1l
PS:Z |Ps (D) D()|X100%
ledt 2

2004, Active mining of data streams, Wei Fan et al.

* 2008, An active learning method for mining time-changing data streams, Huang

2011, Semi-supervised approach to handle sudden concept drift in enron data, Kmieciak & Stefanowski
e 2014, Active learning from partly labeled data streams, Master’s thesis, Dobski

© 2017 — The symbloTe Consortium



