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ÅsymbIoTeproject overview

ïInteroperability goals & software architecture

ïSecurity layer(s)

ÅCDD & ǎȅƳōLƻ¢ŜΩǎAD

ÅData streams mining

ïConstraints

ïConcept drift & its detectors

Agenda
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ÅArchitecture: general overview

ÅInteroperability aspects

ÅLevel 1-4 components

ÅAuth(n/z) approaches

symbIoTe Overview
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ÅUniversal light switch on your mobile phone

ïΧ ǎǿƛǘŎƘ ƻƴκƻŦŦ 
the lights wherever you go 
(at home, in the office, 
in ǇǳōƭƛŎ ǎǇŀŎŜǎΧύ

ïΧ ōǳǘ ƻŦ ŎƻǳǊǎŜΣ 
only if you are 
allowed to do soΧ

A simple interoperable IoT app
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Platforms monetizing their resources

IoT
Platform A

IoT
Platform B

Temperature 
ǎŜƴǎƻǊ ά·έ ŀǘ
coordinates
όΧ Σ Χύ

άwƻƻƳ ! 
¢ŜƳǇŜǊŀǘǳǊŜέ 

service of room 
ŀǘ ōǳƛƭŘƛƴƎ ά½έ
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High-level architecture
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Interoperability Aspects

Smart Space 

Domain

Smart Device

Domain

Application

Domain

Cloud

Domain

Level 4: roaming devices

Level 3: dynamic smart spaces

Level 2: organizational 

interoperability

Level 1: 

syntactic and 

semantic 

interoperability
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SECURITY IN 
SYMBIOTE

Challenges and solutions
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ÅTarget goal: multi-domain access right 
composition

ÅUsers registered in one or more platforms are 
authorized to access resources exposed 
elsewhere

Main goal and approach

Platform A Platform C

User/ App

Platform B

Is registered in Platforms A & B Can access to resources in Platform C
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AD

Authorization

Authentication

Baseline

Layers (0)
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AD

Authorization

Authentication

Baseline

Layers (1)
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TLS

Audits

Secure 
coding

Baseline security
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AD

Authorization

Authentication

Baseline

Layers (2)
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PKI

JWT

X.509

Authentication layer
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ÅWell-ƪƴƻǿƴ ǎǘǊǳŎǘǳǊŜ ǳǎŜŘ ŦƻǊ ǎǘƻǊƛƴƎ ǳǎŜǊΩǎ 
attributes

ÅNew claims added by symbIoTe

ÅThree kindsof tokens

ïAuthorization JWS: home, foreign, guest

ïHome Token Acquisition JWS

ïClient Authentication JWS

JSON Web Tokens
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Auth(N) with challenge-response
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AD

Authorization

Authentication

Baseline

Layers (3)
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ÅResources protected through the Attribute-
Based Access Control (ABAC)paradigm

Å¦ǎŜǊΩǎ ŀǘǘǊƛōǳǘŜǎ stored in trusted data 
structures, i.e., JSON Web Tokens (JWT)

ÅAccess Policies assigned to each resource 

Å¦ǎŜǊΩǎ ŀǘǘǊƛōǳǘŜǎ processablethrough a 
Mapping Function 

Authorization layer
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Auth(Z) with ABAC policies
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ωType: HOME

ωborn : 1990

Platform A

ωType: FOREIGN

ωisOver18 : True

Platform B

Attributes Mapping
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MDARC

Platform A

ωUser : Alice

ωSubscription 
: valid

Platform B

ωUser: Bob

ωSubscription 
: valid

Access 
granted
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AD

Authorization

Authentication

Baseline

Layers (4)
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Netflix
OSS

Statistics

Events 
Logging

Anomaly Detection layer
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EventsIdentityResourcesComponentsTrafficRoot

API

Core

Search

User_1 Log_1

Χ

AAM

Registry User_n

External

AAMs

RAP

Resource_1

Session_1

...

...

...

Resource_n Session_n Log_n

Behavioral patterns Decision Tree
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Data flow
AAMs

Search

Platform

Temporal patterns
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Core

Platform_2Platform_1

Identified AD threats



ϭ нлмт ςThe symbIoTeConsortium27

ÅPlatform usage statistics (GDPR)

ÅWhat is an anomaly?

ÅQuality of AD service 

ÅDecision tree building algorithm

ÅAnomaly confirmation algorithm

Open questions
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AD

Authorization

Authentication

Baseline

Provided software
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ÅAuthentication & Authorization Managers (PKI CAs)
ï Issuing credentials (X.509 certsand JWTs)

ïAuthenticatingplatforms and users (by credentials validation)

ïManaging credentials translation (Attributes mapping function)

ÅSecurity Handlers
ïReference Cryptographyoperations implementation

ïManaging a key storeǿƛǘƘ ŎƭƛŜƴǘǎΩ ŎŜǊǘƛŦƛŎŀǘŜǎ

ïGenerating ŎƭƛŜƴǘΩǎ !ǳǘƘόbύ ǇŀȅƭƻŀŘǎ

ïMatching ABAC policies against received Auth(Z) payloads

ÅAnomaly Detection Module
ïContinuously building !tLǎΩ ǘŜƳǇƻǊŀƭ ŀƴŘ ōŜƘŀǾƛƻǊŀƭ ǳǎŀƎŜ ƳƻŘŜƭǎ ǘƻ 

detect anomaly spikes

Security components
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Thank you!

Questions?

www.symbiote-h2020.eu

info@symbiote-h2020.eu

@symbiote_h2020

H2020 symbIoTe

github.com/symbiote-h2020
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CONCEPT DRIFT & 
ANOMALY DETECTION

Where humans and rules are 
not enoughΧ
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Gains Costs

AD pros and cons
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HANDLING DATA 
AND DATA STREAMS

A bit of theory
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Data

ÅData Mining ÅData Stream Mining

Sir Ronald Aylmer FisherôsIris data set 
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DSM constraints

Mohamed Gaber and Jo«oGama, University of Porto,

State-of-the-art in data stream mining. 2007.


