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A symbloTeprojectoverview
I Interoperability goals & software architecture
I Securitylayer(s)

ACDD& & YO LADt S Qa

A Data streamsnining

I Constraints
I Concept drift & its detectors
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symbloTeOverview

A Architecture: general overview
A Interoperability aspects
A Level 14 components
A Auth(n/z) approaches
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A simple interoperable 0T app

A Universalight switch on your mobile phone
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the lights wherever you go
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Platforms monetizing their resourc
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Highlevel architecture

Mobile & Web Apps

Domain-Specific Interface Cross-.PIat'form
Enablers’ Space Applications
Application Core Interface
Domain symbloTe Core Services
\
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Cloud : Interworking Interface
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Interoperability Aspects

Q.

‘\%%T (éo Application Level 1:
Core Servce Domain syntactic and
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/ g Cloud interoperability

Smart Space . _
Domain Level 3: dynamic smart spaces T D
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g) Domain Level 4: roaming devices
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SECURITY IN
SYMBIOTE
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Main goal andapproach

A Target goalmulti-domain access right
composition

A Users registereth one or more platformsre
authorized to access resourcesposed
elsewhere

Is registered in Platforms A & B

I ‘ Can access to resources in Platform C
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Platform A Platform B Platform C
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Layers (0)
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Baseline
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Baseline security
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Authentication

Baseline
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Authentication layer
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JSON Web Tokens

AWeEl-l y26y &aiNHzOG dzNB dza

attributes

A New claims added by symbloTe

A Three king of tokens

I Authorization JW31o0me, foreignguest

I Home Token Acquisition JW
I Client Authentication JWS

alg = ECDSA 5

iss = ACTOR_ID

sub = CLIENT_ID

iat = ISSUE_DATE

exp = EXPIRATION_DATE

sign = SIGN-ECDSA256(H(T),
A_PRIVATE_KEY)
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Auth(N) withchallengeresponse

1 R

Application (A) Service (P)

T=[T, T, Tl
5, = [Spya (HIT, | | timestamp,}]]
5=1[5,.5,...5.]

BusinessRequest || SecurityRequest

for eachi € [1...n]
extract PK,, from T
h —=EpeailS)
h'e=H(T, || timestamp,)
if (h=h" & ({timestamp,,, - timestamp, J< quantity))
accept
endif
end
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BusinessResponse | | ServiceResponsel) WS

h+Egy (RESP)
h'=H(timestamp,)

if (h=h" & {{timestamp, — timestamp,}< quantity)) -
accept iss = sub;= APP_ID

endif

sub = jti; = JWT_ID '

ipk = spk; = APP_PUBLIC_KEY

hash = hashed(TOKEN+TIMESTAMP)

iat = ISSUE_DATE

exp = EXPIRATION_DATE

sign = SIGN-ECDSA 54 H(Ty),
APP_PRIVATE KEY)
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Authorization layer

A Resources protectethrough theAttribute -
Based Access Control (ABAsayadigm

Al a SNXQ &  staredinFustetkidstad
structures, 1.e.,JSON Web Tokens (JWT)

A Access Policieassignedo each resource

Al & SNXQA& pracésdahldhariglba
Mapping Function
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Auth(4 with ABAC policies

3

Application Security Handler (RAP) Resource Access Proxy
/ Enabler

Y

|
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1. Access Resource Request (ARR) + ﬂﬁken with Attributes + Certificale
:
|
|
|

jti=JWT_ID

alg = ECDSA,5¢

iss = AAM_ID

3. Request/Token and Policy
sub = APP_ID

F 3

iat = ISSUE_DATE

exp = EXPIRATION_DATE

ipk = AAM_PUBLIC_KEY !

spk = APP_PUBLIC_KEY

att= ATTRIBUTE_VALUE

ttyp = TOKEN_TYPE

Sign = SIGN-ECDSA, o[ H(To),

AAM_PRIVATE KEY)
|
|

[ 6. ABAC Resolution Outcome
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Attributes Mapping

Platform B
/ooType: HOME /_-

«horn : 1990 wType: FOREIGN
wisOverl8 : True

e Platform Al /
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Platform A

wUser : Alice

wSubscription
. valid

Platform B

wUser: Bob

wSubscription
. valid

Access
granted
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Anomaly Detection layer

Events

Logging




Behavioral patterns Decision Treq

Root Traffic Components Resources ldentity Events
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Resource
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Temporal patterns

°@®
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|dentified AD threats

Core

Platform_1 Platform_2
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Open guestions

A Platform usage statistics (GDPR)
A What is an anomaly?

A Qualityof ADservice

A Decision tree building algorithm
A Anomaly confirmation algorithm
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Provided software

AD

Authorization

Authentication

Baseline
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Security components

A Authentication & Authorization Manage(PKI CAs

I Issuingcredentials X.509certsand JWTS)
I Authenticatingplatforms and users (by credentials validadon
I Managingcredentials translationAttributes mapping function)

A Security Handlers
I ReferenceCryptographyoperations implementation
i Managingakeystoreg A 1 K Of ASyidaQ OSNIATA
i GeneratingDf ASYyidQa ! dziKébo LI &f 2l Ra
I MatchingABAC policies against receividth(Z) payloads

A Anomaly DetectiotModule

i Continuously building t LAQ GSYLIR2NIf FYyR 0S
detect anomalyspikes
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Thank you!
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www.symbioteh2020.eu
Info@symbioteh2020.eu
@symbiote _h2020
H2020symbloTe

github.com/symbioteh2020
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CONCEPT DRIFT &
ANOMALY DETECTION
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AD pros and cons

Gains

independence from
Signatures

Costs

—

COmputationg] |
power
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HANDLING DATA
AND DATA STREAMS

6 H JgWiesymbloTeConsortium



A Data Mining

Iris Data (red=setosa,green=versicolor,blue=virginica)
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A Data Stream Mining
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DSM constraints

Mohamed Gaber and J o «Gama, University of Porto,
State-of-the-art in data stream mining. 2007.
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